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Abstract—The abstract goes here.

I. Introduction

Operating systems are programs or collections of pro-
grams that together form software that is the foundation
of many computer systems. Their purpose is to handle
the complex task of managing the various resources, such
as hardware (such as memory) and software (such as
processes), as visualized in figure [l. They act as an
intermediary for other applications to receive and access
these resources and provide primitives and services for
other applications to use, providing an abstraction layer
that removes the need to work around hardware specifics
and more on providing actual functionality. While there
isn’t a clear notion of where the boundaries of where
the operating system ends and normal applications begin
lies, there is generally a single process on the computer
system that is running at all times, the kernel. This kernel
usually runs using elevated privileges compared to user
processes, making sure that normal applications cannot
interfere with it or other processes.
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Fig. 1. Structure of Operating System with regards to hardware and
applications

In this literature review we will answer the question
which tactics are most widely used by operating systems
to protect against malicious threats. To do this, we will
provide a non-exhaustive list of past- and present day

operating system defences and compare the types of
attacks these defences will protect against.

II. Background
A. Processor

Arguably the most important component of any com-
puter system is its Central Processing Unit (CPU). Its job
is to fetch an instruction from memory, decode it, execute
it, and repeat the cycle until there is nothing left to do.
This dictates the way that programs are executed. Each
processor has a set of available instructions it can execute,
called the processors architecture, such as Intel x86, ARM,
and AVR.

Communication from the CPU to system memory is
relatively slow. To mitigate this, there are several memory
slots called registers inside the CPU. Most of the instruc-
tions of the CPU will use these registers as arguments.
There are several types of registers, where the most
common is the General Purpose Registers (GPRs) which
can store both data and memory addresses for instructions
to use. Besides the GPRs there are also Special Purpose
Registers (SPRs), such as the Program Counter, which
keeps track of what instruction to execute next, the Stack
Pointer, which keeps track of the current stack frame that
is being operated on, a flag register, which keeps track of
several flags such as results from comparisons or effects of
instructions.

B. Memory

The second most important part of any computer
system is its memory. Memory consists of an array of
individually addressable bytes, the amount ranging from
a few bytes up to hundreds of gigabytes. It is the only
storage the CPU has access to. Other storage is required
to first copy data into memory before the CPU can
use it. The notion of memory usually refers to main
memory, usually called Random Access Memory (RAM)
which contains the data and instructions that are needed
in process execution by the CPU. RAM is normally
implemented using volatile types of memory causing the
information that is stored to be lost when powered down.
Besides RAM, many systems also contain a small amount
of non-volatile Read Only Memory (ROM) which can, for
example, be used to load the bootstrapping code from at
system boot.

While we ideally would have memory that is as fast and
as big as possible, this is not possible due to the prohibitive
costs this would entail. Instead, modern computer systems
consists of a hierarchy of memory, where memory becomes



more scarce the faster it becomes. At the pinnacle of this
hierarchy sit the CPU registers, which are as fast as the
CPU itself but are extremely limited in capacity. These
registers are generally handled by the software itself.

Below registers we have cache memory. Caches remain
small, but are much faster than main memory and are used
to hold recently, or frequently used data, and is mostly
controlled by hardware. Accessing these caches only takes
a few clock cycles, whereas accessing RAM takes a handful
of nanoseconds [L].

Aside from the main components listed here, a modern
processor contains many more parts, such as the Memory
Management Unit (MMU) and the Translation Lookaside
Buffer (TLB) that we will discuss in later sections, others
fall outside the scope of the literature study, but should
be taken into account by the OS to achieve true security,
as almost every component can be exploited somehow [2]—

[4]-

C. I/O and drivers

Computer Systems generally have some kind of in or
outputs attached to them, such as disks, mice, keyboards,
networks, etc. It is one of the operating system’s jobs
to manage all these devices and provide uniform ways to
applications to access these devices. It does so by providing
generic interfaces to deal with categories of devices, as well
as low level primitives for interacting with things such
as ports or busses. The problem with providing generic
interfaces is that there can be massive differences between
the various devices not covered by this interface, that need
specific code to handle its quirks. To deal with these,
operating systems generally provide a way for hardware
vendors to provide drivers, special programs that can
convert the generic I/O calls into the relevant calls to
lower level primitives. How these drivers are implemented
is wholly dependent on the OS. As such, decisions such as
if it is loaded statically or dynamically, provided with the
OS or separately, and whether or not its ran in kernel- or
userspace are decided by the OS itself.

D. Processes and Threads

When a program is executed, the operating system
will wrap it in a process, a representation of the state
of the program during its execution, allowing it to keep
track of its state during execution. Associated with each
process is an address space for that process alone. In
this address space the program text, data, and stack
are loaded. Besides the address space, the process also
contains all information related to the current state of
the process, such as the program counter, stack pointer,
other CPU registers, and open files and current positions
in these files.

Should the OS need to suspend execution of a process
at a given time, it can store the current state in the
process. When the OS is ready to resume execution, it
can reload the program state from the process and restart
the program, transparent to the running program itself.

This save and reload cycle allows the OS to run many
programs ’at the same time’ on a single processor core
by assigning each process a slice of the available processor
time. The OS can also swap out a process if it has engaged
some sort of 10. These operations take a relatively long
amount of time to complete, and as such the time waiting
could be better spent working on something else.

Should a single process want to execute several functions
at once, the process could spawn a secondary process.
These new so-called child processes will then receive
their own address space, program counter, and register
set separate from the original parent process. However,
it is sometimes convenient to have several interactions
happen at the same time while explicitly sharing the
address space, allowing the interactions to work together
without inter-process communication. We call this concept
multithreading, and each individual flow of control a
thread. These threads share an address space, code, and
data segments, but each have their own set of registers
and stack.

E. Filesystems

Not all workload’s storage needs can be met by solely re-
lying on RAM. Some workloads can require large amounts
of storage, larger than the amount of RAM equipped on
the system. Other workloads might require the stored data
to be accessible across system restarts. One solution for
these problems lies in using external storage devices, such
as hard disk drives (HDDs) or solid state disks (SSDs).

While writing data directly to the disks is a valid
solution to this problem, Operating Systems generally
provide more user friendly abstractions built upon the
disks. Partitions allow the operating system to subdivide
the disk into several regions that can each be managed
separately.

Filesystems provide a user friendly abstraction to ac-
tually storing data on disks, and generally consist of two
primary concepts: files and the directory structure. Files
are the operating systems structure for the storage of
a single piece of self-contained data on the file system,
and are typically named. Its name is supposed to be a
unique, usually human readable, identifier for storing and
retrieving the data from the disk, and is detached from
the actual position the file is stored at on the disk. Besides
uniqueness, rules for naming files differ from filesystem to
filesystem, such as case sensitivity and length. However,
most file names have an extension, a short identifier after
the name that specifies the type of data stored within
the file. Depending on the filesystem or operating system,
this could trigger different behaviour depending on the
file, but it could also just serve as a convention reminding
the user what type of data is contained inside the file.
Besides the name, file systems tend to store additional
metadata such as the size and timestamps such as when
the file was created.

Besides regular files, which contain actual data, there
are also several special types of files, such as directories.



Directories form the basis of the file structure of the file
system. While old filesystems might have had just a very
simple structure, having just a single directory called the
root directory, more modern filesystems have a hierarchical
structure, where you still have the root directory, but allow
for many subdirectories and files. This allows the user to
arbitrarily group files in a way that makes sense for the
workload, and for providing access controls as we will see
later in section .

F. Ground Principles

When building any secure system it is useful to have
a set of agreed upon design principles to guide the
development of its components. While such principles
might not guarantee the resulting system to actually be
secure, it at the very least provides points of discussion
to steer the design.

Probably the most well-known set of these principles
are the principles formulated by Saltzer and Schroeder,
created while they were working on MULTICS (Multi-
plexed Information and Computing Service). MULTICS
was a joint project between MIT’s Project MAC, Bell
Telephone Laboratories, and General Electric Company’s
Large Computer Products Division and was started in
1965 until it was ultimately cancelled in 1985. From the
beginning, MULTICS was designed to be a multi-user
general-purpose computer system [5], while also being the
first major operating system to be designed for security
from the start [6]. MULTICS introduced various novel
ideas and implementations of various OS and security
features, including the hierarchical file system, memory
mapped files, dynamic linking, and kernel rings.

In 1974, after the project had been in development for
a few years, Saltzer produced a technical overview of the
various security features present in MULTICS, including
a list of design principles [[7]. This list was improved and
expanded with the help of Schroeder in 1975 [f] and
included the following principles:

1) Economy of Mechanism, meaning that the design of
the security measures should be as small and simple
as possible. The motivation behind this principle
is that as a piece of software grows in complexity
or size, the larger the chance a subtle weakness
or exploitable flaw find itself inside the codebase.
Saltzer and Schroeder argue that the access paths
that lead to such a flaw will generally not be noticed
under normal use of the system, as normal use does
not include attempts to access those paths. This
necessitates a line-by-line inspection of the software
and physical examination of the hardware. Since
every path should be inspected to guarantee security
of the whole component, a smaller and simpler
component is thus easier to test and verify than a
larger one.

2) Fail-safe Defaults means that access permissions
should be based on permission rather than exclusion.
That is, that by default no access should be granted

to anything, preventing any unauthorized access.
The access scheme is then used to determine the
conditions that access should in fact be permitted.
This strategy was originally suggested by Glaser
in 1965 [§]. Saltzer and Schroeder argue that the
alternative (permitting access by default) presents
the wrong psychological base for secure software
design, and that in large systems some objects will be
inadequately considered. The approach of explicitly
granting permission limits the damage that can
be caused by such inadequately considered objects.
Since the failure mode is to reject access, such
mistakes can be detected quickly, whereas in the
alternative this can go undetected during normal
use.

Complete Mediation means that every access must
be checked against the access control mechanism.
This forces a single, system wide, source of truth for
all access control. This design requirement also forces
the system designers to devise a foolproof method
of identifying the source of any access request made
to the system. The principle also views caches very
sceptically, noting that systems should not rely on
the access decisions retrieved from the cache, and
that if caching is implemented, careful consideration
should be given on how changes in authority are
propagated.

Open Design means that the implementation of
any security mechanism should be public rather
than secret. Any such security mechanism should
thus decouple their internal protection keys from
the implementation. This allows the implementation
to be scrutinized by users and experts alike, rein-
forcing confidence in the implementation, without
compromising the security of the mechanism, as the
protection keys remain secret. Saltzer and Schroeder
also make the point that it is ”simply not realistic to
attempt to maintain secrecy for any system which
receives wide distribution” [6].

Separation of Privilege is described as the practice
of securing a system with multiple keys to both
increase security and flexibility. When using multiple
keys, the keys can be separated from each other and
separate entities can be made responsible for their
safekeeping. This prevents an accident (or a single
rogue actor) from compromising the entire system,
as they would require the secondary key held by
a different entity. An example of this principle in
use is Multifactor Authentication (see section @),
whereby a single user is identified using several
different factors (such as passwords and a phone
based token).

Least Privilege means that every single program and
user on a system should operate using the smallest
set of privileges possible while still being able to
perform their intended task. Doing this primarily
limits the damage that errors and accidents can
cause, but can also reduce superfluous interactions




between privileged programs so that unintentional
or improper uses of privileges are less likely to occur.
Together with principle of fail-safe defaults, this
forms the bagis of various access control schemes
(see section ) According to the principles,
these should grant no privileges by default, and
based on the user, and the requirements of the
user, be provided the privileges they require. Under
the principle of least privilege, even administrators
should not have administrative privileges unless their
current task requires it, which is when they would
elevate their privileges (such as through sudo). When
their work has concluded, they would have to drop
down back to their normal privileges.

7) Minimize Common Mechanisms means that the
design should minimize common functions shared
by all users. This should be done as each shared
mechanism represents a potential path of informa-
tion between users. By minimizing the common
components, you thus reduce the number of poten-
tial paths. Furthermore, this reduction in common
components reduces the code base that would have
to be analyzed for security, and allows users that are
not content with a mechanism to potentially replace
them with another one.

8) Psychological Acceptability means that security
mechanisms (and other human facing interfaces)
should be designed for ease of use, and to fit the
mental model of the user. By following the mental
model of the user, it allows users would more
frequently apply the security mechanism, while also
making fewer mistakes. A mechanism that confuses
or hinders the user, may instead cause the user to
make more mistakes, or in the worst case, disable
the mechanism entirely.

In the 1975 paper by Saltzer and Schroeder [§], they also
introduce two more principles based on physical security.
These principles were not incorporated in their true list,
as they only partially, or imperfectly to computer systems.
These principles were:

9) Work Factor is the implied cost of attempting
to break a security mechanism compared to the
resources that a potential attacker could field. The
problem with this principle with regards to computer
systems is that while some mechanisms are easy to
calculate a work factor for, a lot of mechanisms are
not susceptible to such calculations. As an example,
it is easy to calculate the amount of work required
to guess all passwords of exactly 8 characters in
length, and it is also easy to see that increasing the
length of passwords, or allowing more characters,
dramatically increases the work required to brute
force the password. But by the 1970s, Saltzer and
Schroeder found that attackers often penetrated
systems, not by brute force, but by searching for
and exploiting vulnerabilities in implementations.
Such attacks are very hard to quantify into a work

factor, leading Saltzer and Schroeder to question the
principle’s relevance on system security.

10) Compromise Recording is the action of logging or
otherwise keeping a track of attacks and compro-
mises, even if the actual attack is not blocked. Saltzer
and Schroeder are sceptical of the benefit of this, as
such a tool might not be able to guarantee discovery
of an attack or compromise, and that if a system
couldn’t prevent an attack that modified data, it
could undo the creation of the compromise records.

Later, in 2009, Saltzer and Kaashoek released their book
‘Principles of Computer Systems Design: An Introduc-
tion’ [9]. From this book we can add the last few principles
to our list:

e Minimize Secrets: Secrets is the generic term for
any information that should remain hidden from an
attacker of the system. This includes, but is not
limited to, encryption keys, passwords, API tokens,
etc. Since these secrets can become compromised,
they should be made simple to replace should this
eventuality come to pass. The amount, but not the
quality of the secrets should be limited to reduce the
administrative overhead of having many secrets.

e Adopt Sweeping Simplifications: Since components
can become very complex, simplifications can provide
a measure of control by making specific details irrele-
vant, allowing the designers to make more compelling
arguments towards their system’s correctness.

o Least Astonishment: A more concise and clear restate-
ment of the principle of Psychological Acceptability,
this principle focuses not on the goal itself, but on
the easier to understand problem.

ITI. Protection Techniques
A. OS Structure

There are several ways to structure operating systems.
The most common way is by means of a Monolithic kernel.
In a monolithic kernel, all functionality of the operating
system is bundled into a single application. Inside mono-
lithic kernels all functions can call all other functions,
which can be more efficient than other structures as
there is no need for communication between processes
and allows for a lot of freedom by being able to reuse
almost any previously written function. They also usually
support extensions to the kernel through special programs
called kernel modules. These modules must adhere to
the interfaces provided by the kernel, but in turn allow
the program to run inside the kernel address space. The
biggest downside to this approach is that should a crash
happen anywhere, for any reason, the entire kernel crashes
with it, rendering the system inoperable. The surface
allowing such a crash becomes much larger when looking
at drivers, as it only takes a single buggy driver to take
the entire system down.

Another way to structure an operating system is by
doing the polar opposite of the monolithic design, called
a microkernel. By putting as little code inside the kernel



as possible, they try to reduce the code surface that
allows critical bugs and crashes. Microkernels attempt
to encapsulate all functionality into small, interconnected
modules. Only one of these modules would become the
kernel, and all others become normal user processes. This
includes drivers, ensuring that a buggy driver cannot bring
the whole system down with it.

Next we have the Unikernel approach. Unikernels are
constructed by combining several library operating sys-
tems, where the components of an operating system, such
as processes and networking, are implemented as libraries.
By mixing and matching these library routines, you can
create a completely customized, tiny operating system to
fit your exact needs of the application you want it to run.
Unikernels only have a single address space, meaning that
there is (almost) no separation between kernel and the
application that the OS is built around.

B. Authentication

In any secure system, security relies on knowing the
identity of any communicating entities. Authentication is
the act of verifying the truth of an attribute, such as an
identity, claimed by an entity, such as a user. With this
identity the system can perform the act of authorization:
specifying an entities privileges and access. Access Control
will be expanded on later in section .

When authenticating an entity’s claim, there are three
factors that can be used to validate their claim:

o Knowledge: This is the most common factor in au-
thentication and relies on the entity having informa-
tion that only that entity should have. Examples of
authentication using this factor are passwords, PINs,
and challenge-response mechanisms.

e Ownership: The second factor in authentication relies
on the entity possessing something that attests to
his claim. Examples of this are smart cards, security
certificates, and security tokens, both hardware (such
as U2F tokens) and software (such as a phone based
HOTP/TOTP generator).

o Inherence: This last factor verifies something that the
entity is (such as a fingerprint, retinal scans, or Face
ID), or something that the entity does (such as voice
patterns, handwriting / typing characteristics).

Authentication can be done using any number of the
above factors. The simplest form, single-factor authen-
tication, only uses one factor. Using only a single factor
provides the weakest level of security and does not provide
much security against malicious entities. Especially the
most common form of single-factor authentication, using
passwords, is often easily compromised due to bad user
password practices and data leaks [L0]-[13]. Stronger
authentication guarantees can be achieved by using two
or more independent factors, such as using password plus
a one time password. This process is called multi-factor
authentication.

C. Access Control

In the previous section we discussed the need for
authentication in a secure system. But besides knowing
the entities at play, we also need a way to control what
actions each entity is able to perform, i.e. access control
with at the very core the Principle of Least Privilege [[].

In Operating Systems, access control is mostly con-
cerned with limiting the activity of legitimate users or
processes running on behalf of such users. The OS needs
to, for example, validate and control the access to files,
memory, and processes so that users cannot access that
which they are not allowed to. In operating systems this
is achieved through a concept of a reference monitor,
an uncircumventable type of interface for programs to
communicate their intent with the OS, which allows the
OS to control every attempt at accessing such resources.

1) Access Control Policies: Several policies regarding
access control exists.

« Discretionary Access Control (DAC): Established in
the TCSEC, DAC allows subjects to govern access to
the objects they control themselves [[14]. This provides
a lot of freedom for the subjects, however does not
provide a lot of security. Implementations of DAC are
usually done by having one or more owners assigned
to each object in the system. These owners are free
to make changes to the permissions on that file.

o Mandatory Access Control (MAC): Another policy es-
tablished by the TCSEC, MAC pushes the governing
of access to the system itself using a preset security
model. While the term started out closely associated
with MLS and the Bell-LaPadula model [14], it has
started to become more widespread, with modern
implementations such as AppArmor and SELinux
being actively used today.

o Lattice Based Access Control (LBAC): Label based
subclass of MAC that restricts information flow based
on a lattice structure [15], [16]. A lattice is used to
define the levels of security that an object may have
and that a subject may have access to. The subject is
only allowed to access an object if the security level
of the subject is greater than or equal to that of the
object.

o Role Based Access Control (RBAC): Instead of as-
signing privileges to specific subjects, privileges can
be assigned to roles, and these roles are then assigned
to subjects instead. Notable improvements over other
(older) styles:

— Users can easily be added to or removed from
roles, without affecting any other users or per-
missions

— Permissions can be easily added to or removed
from a role, immediately affecting every member
of that role

Can be extended to provide hierarchical role inher-
itance and constraints [17]-[19] Using inheritance
and constraints it can create or simulate LBAC



models [19], but can also be used to simulate both
DAC and MAC [20].

2) Bell-LaPadula Model: The Bell-LaPadula (BLP)
model is a formal security model developed by Bell
and LaPadula in 1973 under sponsorship of the US Air
Force [21] in an effort to formalize their multilevel security
policy [14]. The model was later refined and extended for
use in the MULTICS system [22], [23].

The BLP model is a multilevel security (MLS) model,
meaning that the model divides both subjects and objects
into several (incompatible) security levels (such as the
US Military’s ‘Unclassified’, ‘Confidential’, ‘Secret’, and
‘Top Secret’), and allows or denies subjects access to in-
formation based on security clearances and the respective
object’s and subject’s levels.

In the BLP model information flow is modeled as a state
machine, where the transitions between secure states are
only allowed under the following MAC rules:

1) Simple Security Property: A subject at a given
security level can only read objects that are at
a security level below or equal to his own. This
property prevents subjects from reading files that
are above their clearance level, and is sometimes
also described as ‘read down’

2) * (star) Property: A subject at a given security level
can only write to objects that are at a security level
equal or higher than his own. This property prevents
higher level subjects from leaking information to
subjects that are at a lower level, while not prevent-
ing lower level subjects from informing higher level
subjects. This property is also described as ‘write
up’.

Together, these rules ensure information can only flow
to equal or higher security levels, guaranteeing security.
However, there are cases where information should be
able to flow downwards. This is why Bell and LaPadula
introduced the concept of trusted users in their 1974
revision, which are special subjects that are not bound
by the *-property and that are to be vetted to comply
with the security policy [22].

The BLP model is designed to keep secrets secure, but
does nothing to preserve the integrity of information, as
a lower level subject is able to write to all files above his
level, therefore possibly feeding intentionally compromised
information to higher level subjects. Biba learned however,
that by reversing the properties of the BLP model, you
were able to construct a model that guaranteed integrity,
at the cost of not providing any security [24].

3) Access Control Lists & Capabilities: To achieve
access control you need to be able to specify, and store,
exactly what actions (e.g. ‘read’ or ‘write’) any subject can
do on a given object. This is achieved by first assigning
every single subject and object a unique identifier. With
objects this could be the path or the inode number of
a file, a memory address and size of a piece of memory,
and so on. Similarly, users can be uniquely identified. In
general, access needs to be granted to each subject, or role

in case of RBAC, at the discretion of the owner of a given
object, a prime example of DAC.

A naive approach of storing these access rights is to
create a matrix of subjects * objects and add any allowed
actions to each field. It doesn’t take much to see that the
matrix quickly becomes huge, while generally being very
sparsely populated as many objects will generally only be
accessible to a limited number of subjects. The solution
to this problem is simple, we should only store the non-
empty fields and assume that by default, nobody is able
to access anything.

The first way of storing this matrix compactly is by
using Access Control Lists (ACLs). For every object, an
extra ACL is created, which stores, for each subject, the
exact privileges that subject has on that given object.
Should a subject not be listed in the ACL, it implies that
the subject has no access to the file. By using an ACL
its easy to enumerate the access that subjects have on
any given object. This comes at the cost however, of not
easily facilitating checking which objects a single subject
has access to.

The second way of storing the matrix is by using
Capabilities and Capability lists [25], [26]. Instead of
listing the permissions per-object, capabilities opt to list
all the objects a given subject has access to. By storing
the information at the subject rather than the object,
capabilities have the exact inverse advantages of ACLs,
that being that its easy to see what objects a subject has
access to, but not what subjects have access to a given
object.

D. Memory

1) Memory layout / segmentation: Back in the 1940s,
systems were designed with the intention of only a single
application running on the system at any given time. The
program could then use (almost) all system resources,
including memory, as it saw fit. For programs that
would not fit within memory, some systems provided the
programmers with the ability to move blocks of memory
over to a secondary storage. All blocks had to be divided
and accounted for entirely managed by the programmer,
leading to a lot of mental overhead [27].

Aside from this, the need quickly arose for the ability
to run multiple programs on the same system. The old
way of doing memory management turned out to be
insufficient for handling this, as programs could read and
(over)write the memory of the other programs running
on the system. To prevent interference between programs
several solutions were implemented over the years.

Arguably the simplest solution of moving all the mem-
ory to secondary storage when swapping programs. While
this approach effectively solves the problem, it comes with
some massive drawbacks, the largest of which is that the
transfer of memory to and from secondary storage is very
slow.

Aside from this simplistic solution, other computer
systems came up with their own solutions. An example



of this is IBM’s System/360, which allowed programs to
share a single address space, but each program would be
loaded into at different starting points (base addresses) in
this address space. Loading programs into different areas
than they expect caused several problems, not the least
of which the fact that programs can, at times, jump to
fixed addresses in memory, such as function calls. IBM
solved this by using static relocation where the operating
system, when it loads the program into memory, rewrites
fixed addresses to add the base address. This did not solve
the entire problem however, as the operating system did
not always have neccessary context to determine whether
or not a constant was used as an address or not.

Later this was used as a basis for ASLR, maybe
roll into it.

0S/360 also provided a solution to the problem of
programs reading addresses that they did not 'own’ by
writing to them, through what is now called memory
protection keys (MPK). Memory was divided into 2KB
chunks and each running program would be assigned a
memory protection key. When a program wrote to a
chunk of memory, this chunk would be marked using that
programs protection key. Any read from that memory
chunk would then verify the reading program’s protection
key against the chunks key. If the keys matched the read
would proceed as normal, but a mismatch would trap to
the operating system, preventing access.

Maybe some ’insight’ or ’concequences’ or some-
thing on this. Or drop, honestly its kinda cool
but not super interesting. It does pave the way
for segmentation though.

Other computer systems introduced similar protections
regarding segmentation, such as MULTICS [5] or the Bur-
roughs B5000 [2§], [29]. Rather than use static relocation
in combination with MPK to attempt to isolate programs,
they introduced a more dynamic addressing and protection
scheme. Memory was still divided into chunks, of arbitrary
length, called segments. Each segment would be given an
unique identifier, and all addresses would consist of a tuple
of the segment id and an offset within that segment. The
operating system gatekeeps access to any of these segments
and would transparently swap segments to and from the
disk when physical memory would be near capacity.

Later systems (such as the Ferranti Atlas) attempted
to create a system thats abstracted away from the notion
of segments [30]. Programs would be assigned their own
‘Virtual Memory space’ where each address would be
specific to the program and be mapped to some ‘physical’
address by the OS. Like with segmentation, memory
was divided into chunks, this time of fixed length and
called pages, with corresponding ‘slots’ for them to be
mounted in physical memory called page frames. Unlike

with segmentation, the addressing of memory happened
transparently, there being no notion of something like
a segment to the program. Rather, addresses would be
translated by the system to a page and offset, and the
page would be mounted and addressed proper, swapping
pages as needed.
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Fig. 2. Multi-level page table lookup on x86 TODO: TEMPORARY
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com/page-tables/

The translation of an address to a page is done through
an OS managed structure called a Page Table, with
systems generally implementing the translation inside a
hardware feature called the Memory Management Unit
(MMU). These page tables are generally unique to a
running program, and when switching between programs,
the OS ensures the correct page table is loaded for that
program. Since the lookup process and management of the
page tables are out of the hands of the running program,
this system provides adequate memory isolation between
programs. To provide larger memory capacities, modern
systems use Multi-Level Page Tables, whereby the a page
table can defer the lookup result to another page table,
allowing more entries to be stored.

During the lookup, the MMU checks if the address
to translate is actually contained within the currently
referenced page table. Should the page not be in the page
table set, the MMU traps to the OS, allowing the OS to
either setup a new page table mapping, or deal with the
access violation in another way. If the page was found in
the page table, the MMU proceeds with the translation. If
the system uses a multi-level page table architecture, this
would involve repeating the previous step until the final
level. After the translation to an actual page has been
completed, the MMU first verifies if the page is already
loaded into a page frame, and if so, perform the memory
access that the program was intending to do. However, if
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the page was not yet loaded into memory, the MMU will
instead trap back to the OS, to allow the OS to perform
the neccessary page swap.

2) Other features: Aside from general memory man-
agement techniques as described in the previous section,
several additional features for memory security were cre-
ated over the years, some of which we will touch on briefly.

Executable Space Protection (ESP) is a feature that
allows regions of memory to be marked with special poli-
cies. When properly used, this defence can protect against
some variations of malicious attacks, such as shellcode
being injected through buffer overflows (if the stack and
heap are marked as not-executable). In its simplest form,
this could work very much as the permissions set files,
marking some memory as, for example, non-writable or
non-executable. An early example of this can be found in
the Burroughs B5000, where each word of memory had a
single bit of metadata designating it as either code or data.
The hardware of the system would enforce the seperation
of code and data in such a way, that trying to read from
a word marked as code, or executing a word marked as
data, would not be allowed [2€]. In more modern times,
x86 processors have built in support for ESP through the
NX bit, allowing pages to be marked as non-executable.

An example of ESP being used is through a memory
policy called ‘Write XOR Execute’ (W™X) which was
introduced originally by OpenBSD in 2003 [31]. With this
policy the OS enforced that every page (for a given process
or the kernel itself) could either be marked as writable or
executable, but never both. This policy provides a strong
guarantee against both modification of executable code
and execution of modifiable data. However, this policy
can also interfere with legitimate use-cases, such as just-
in-time (JIT) compilation of interpreted languages.

Another feature implemented by many systems is the
concept_of protection rings, first implemented by MUL-
TICS [B], [B2]. Protection rings are based on the obser-
vation that hardware permissions in the system tend to
be hierarchical in nature. As such protection rings model
that hierarchy with the kernel at the pinnacle, being the
most privileged code to run on the system, with userspace
being the least privileged. Enforcement of these rings is
done through hardware (on x86 this is done through the
CPL bit of the CS register) with predefined ’gates’ being
used to allow structured access to functions inside more
privileged rings.

While MULTICS historically had 8 different protection
rings available to the OS, x86 distilled them to only 4:

0 Kernel

1 Device Drivers

2 User programs with privileged code

3 Normal userspace programs
Even with the limited set of rings available, most systems
only used two rings in practice: ring 0 for the kernel and
ring 3 for userspace. However, with the development of
virtualization, it became commonplace to run the kernel
inside a virtual machine. This lead to an unofficial new
ring level, ring -1, being used to refer to the hypervisor the

Ring 1
Ring 0

Kernel

Device drivers
Device drivers

Applications

Fig. 3. Protection rings on x86 TODO: TEMPORARY UNTIL
I MAKE MY OWN CURRENT FROM: https://en.wikipedia.org/
wiki/Protection_ ring

system is running on. Some more modern architectures,
such as ARMv7, actually encoded this development into
the protection rings system themselves, with ARMv7 three
rings being;:

0 Application

1 Operating System
2 Hypervisor

Another way that the operating system seperates priv-
ileges between the kernel and userspace is through a
supervisor mode. Supervisor mode is flag on threads that
control the ability of that thread can limit the instructions
available to userspace proram, limit the ability to control
system interrupts, etc.

This later got extended by Intel with their broadwell
architecture, introducing memory protections based on
this supervisor mode flag. These protections are Supervi-
sor Mode Execution Prevention (SMEP) and Supervisor
Mode Access Prevention (SMAP) [B3], [B4]. These two
protections combined help protect against accidental ex-
ecution of untrusted code while running under supervisor
mode [35]. While SMEP and SMAP are active, the
operating system can mark every page as being in either
supervisor mode or user mode, and the processor will
enforce that supervisor code can’t execute code (SMEP)
or read memory from (SMAP) from user pages, and vice
versa.

The final defence we will discuss here is Address Space
Layout Randomization (ASLR), whereby the locations of
critical areas of a program are randomized every time
the program is run using static relocation [36], [B7]. By
randomizing the location of the initial stack, the heap,
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and the libraries, ASLR helps defend against control flow
subversion attacks by forcing attacks to first determine
the location of their targets, rather than having the
target be knowable beforehand. While usermode ASLR
was introduced by the PaX project for linux in 2001, ASLR.
for the kernel itself was introduced in a very limited form,
with later research allowing kernel ASLR in full [3§].

E. File system

I dont think you need much here. It is mostly
about access control, which you already covered,
and encryption

As we described in Section , one of the various
tasks the operating system manages for applications is
the management of and providing access to files on various
storage media. As with any other part of the operating
system, attention is given to several security features of
how operating systems interact with the files on-disk.

Usually when files are stored on a storage device they are
stored according to the specification and rules of the given
devices given file system with which it has been formatted.
Access to these files to applications is granted using the
OS provided abstractions to do so, such as fopen on linux
and the OpenFile or CreateFile functions on windows.
This layer of abstraction allows the operating system to
provide access control for any application attempting to
access the file system, while allowing the application the
freedom to not worry about the underlying intricacies of
the file systems it might encounter. This access control
is generally done using either ACLs or Capabilities as we
discussed earlier in Section , and usually expresses
these permissions in regards to the user and group the
process is running as. This however, means that for the
security of the file systems sake, the security guarantees
can only be as strong as the guarantees provided with
regards to authentication.

These file systems generally have built in storage meta-
data for storing some of this security related metadata
near the file on-disk. An example of this are the extended
attributes, xattrs, on the ext4 file system, where ext4
provides space for storing ACLs [B9]. However, on Unix-
like systems the main way that permissions for files are
interacted with are through a simpler interface, the unix
permissions model. In this model, files are assigned to a
given user and group. Permissions are then managed for
the three distinct scopes of user, group, and others.

Each of these scopes has 3 different options: read, write,
and execute. Read provides you with the permission to
read the contents of the file, the write permission provides
you with the permission to change the contents of the file,
and the execute permission allows you to execute the file.
In the context of directories however, each permission gets
applied a little different. The read permission becomes the
ability to read the file names inside the directory, but does

not provide you with any other information or metadata.
The write permission becomes the ability to change this
list of file names, by creating, deleting, or renaming entries.
Lastly, the execute permission allows you to access the
metadata and file contents of a file in the directory, given
you know the filename (through the read permission).

Add something about SElinux

1) Integrity: Another facet of file system security is
integrity. While not immediately apparent as being needed
for security purposes, integrity allows the detection and
recovery of data that has possibly been changed by an
attacker.

The first of the methods we will discuss here is check-
summing. Checksums is a (small) amount of data that is
derived from the contents of a (bigger) block of data for
the purpose of detecting modification, as a change in the
contents of the original block would trigger the checksum
to change, and a change in the checksum would mean
that verification would fail as the data would generate
the original checksum. While originally mainly used for
detecting errors during the transmission of data from one
system to another, this gradually expanded to using these
checksums for verifying the integrity of stored data [40)].
An example of checksums in use can be seen in ZFS, where
checksums are used to detect read or write errors, allowing
ZFES to recovery by attempting to read a redundant copy
of the data [41].

2) Confidentiality: Aside from authentication and in-
tegrity, the last facet for security on file systems we will
discuss here is confidentiality. Confidentiality is the act of
ensuring that information can only be read by the intended
audience of said file, by only allowing the holders of a
secret, such as a password or key, to read the contents
of the file in process called encryption. This requirement
of needing to hold a secret places importance on key
management, as even the strongest encryption will not
protect against the leak of a secret key. Due to this,
using passwords for encrypting files is not a recommended
strategy, preferring the use of keyfiles instead [42]. These
keyfiles, besides being stored on the machine itself (such
as is common for SSH keyfiles), can also be stored on an
external device, such as a USB stick, for added security.

There are two main strategies, or granularities, for
encryption:

1) File Based Encryption, whereby the contents of

a specific file, but the overlaying structure of the
filesystem is not. This allows certain metadata such
as paths and at times file sizes to be determined by
an attacker.

2) Disk Based Encryption, whereby an entire file sys-
tem is encrypted. This strategy usually exposes an
‘unencrypted’ view of the filesystem after the correct
key has been given, allowing the user to work with
the file system as normal, while all data and changes
are transparently encrypted or decrypted.



Irrespective of the strategy chosen, the algorithms used
for the encryption remain more or less the same, with most
encryption schemas choosing a symmetric cipher, such as
AES or Triple-DES to encrypt the data in fixed chunks
of data called blocks. However, this does not exclude
the possibility of having the secret key stored using an
asymetric cipher allowing multiple independent users to
access_the secret key without sharing their own personal
keys [42].

There are several problems with symetric cryptography
for encryption, such as that most block ciphers are vul-
nerable to cryptanalysis or vulnerabilities such as known
plaintext attacks or double encryptions [42].

One solution to this problem is by making the encryp-
tion more resiliant to attacks by using a process called
Cipher Block Chaining (CBC). When using CBC, the
encrypted output of a block is also used for the next block,
ensuring that any given block depends on the output of
all blocks before it. Doing this prevents, for example,
two identical plaintext blocks to encrypt to the same
ciphertext, preventing cryptanalysis that depends on this
feature.

However, this solution does come with its own set of
problems, most notably performance. While security is
enhanced by the chaining of blocks, any change in a
block requires the complete re-encryption of all blocks that
followed that block. A single change at the beginning of
the file would thus require the entire file to be reencrypted
which can become troublesome when dealing with very
large files. While this can be mitigated by limiting the total
length of cipherblock chains, careful consideration has to
be done when deciding this maximum length, as making
the chain too short would not provide enough security
against the aforementioned cryptanalysis vulnerabilities.

F. Isolation

I would consider dropping virtualization and con-
tainers

1) OS Level Virtualization: Operating Systems level
virtualization, also known as virtualization, is the process
of running several ‘virtual’ machines on a single system,
abstracting away all the hardware, like the CPU, memory,
disks, etc. leaving the Virtual Machines (VMs) with the
illusion that they themselves are running on their own
hardware, completely oblivious to the host machine they
are running on. These hardware interfaces are created and
managed by the Virtual Machine Monitor (VMM), also
known as a hypervisor.

In 1973 Goldberg introduced several formal require-
ments for OS level virtualization [43]. This was later
extended with the help of Popek in 1974 [44]. Amongst
other things, these papers laid out several defining char-
acteristics of VMMs.

The first of which is that the VMM should provide an
‘essentially identical’ environment to virtual machine it is
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running, whereby any program behave exactly as if it were
run on bare hardware. They do specify that this explicitly
excludes behaviour differences due to resource availability
and different timings.

Secondly, the VMM should be efficient, where most of
the guest’s code should be run directly on the processor,
without VMM intervention. This disqualified most of the
already existing emulators and interpreters from falling
under umbrella of VMMs.

Finally, the VMM should be in full control of the
resources made available for virtualization, meaning that
guests should not be able to access any resource not
explicitly allocated to it, and that the hypervisor should
be able to reclaim resources it had previously allocated to
guests.

The papers from Goldberg also specify a distinction
between two different classes of hypervisors. The first of
which are the type 1 hypervisors, also known as bare-metal
hypervisors. These are the hypervisors that run directly on
top of the host hardware and are special-purpose built to
manage VMMs. As bare-metal hypervisors cannot rely on
any underlying operating system, they have to implement
several OS primitives, such as memory management,
themselves. However, since the amount of these primitives
can be limited, type 1 hypervisors tend to be pretty lean.

The other type ov hypervisors are the type 2 hyper-
visors, also known as hosted hypervisors. These run on
a (regular) operating system like a normal application,
giving them access to all the abstractions provided by the
host OS to manage the VM’s.

Running virtualized systems has several advantages.
One such advantage is that the host, and every guest, is
isolated and protected from every (other) guest. In effect
this means that a failure in a guest does not bring down
the host or any guest. Most likely, none of the guests
will ever even know that something happened in another
guest. This isolation also improves security, as a single
compromised system does not compromise the entire host.

Another advantage of virtual machines is on the man-
agement side of VMs. A common feature between all
hypervisors is to suspend an entire VM. This behaves
similar to the suspension of a process on the OS level,
whereby the VM does not get assigned any CPU time by
the scheduler, leaving it untouched in the current state
until the VM is resumed. During this time, hypervisors
commonly allow administrators to create a snapshot of
the VM. This creates a hard copy of the entire state of
the virtual machine, allowing you to reset to that exact
state at any point in the future. This copy could also
be used to create a new instance of the VM, creating
a clone of the original. Lastly this copy could also be
used to migrate the guest VM to another host, with
modern hypervisors frequently allowing you to do this
with (almost) no downtime.

There are several different ways that virtualization has
been implemented over the years. The first approach would
be using an interpreter, similar to how an interpreter is
used for several programming languages. In this style,



the hypervisor has to inspect every instruction that the
guest would execute and act accordingly. While some
instructions can be executed without any intervention,
other instructions have special behaviour and have to be
rewritten to prevent damage to the host, such as when
dealing with (page table) interrupts, while making the
guest believe that the changes that it has requested have
been made successfully. As you can imagine, the perfor-
mance overhead of having to inspect every instruction and
reinterpret them is very large,

Find a nice source for this, shouldn’t be hard

and as such this style is not used anymore for VMMs.

The second approach to virtualization is by using a
strategy called trap-and-emulate. The idea behind this
approach is that the guest OS will run instructions in user
mode (while being told it is in kernel mode) until it reaches
a privileged instruction (that is, an instruction that cannot
be executed in user mode [44]). These privileged instruc-
tions would then trap to the kernel, where the hypervisor
can take over and parse and emulate the required response.
The problem with this strategy for x86 is that there exists
a second class of instructions, called sensitive instructions,
where they behave differently in user mode than in kernel
mode [44]. While it is immediately clear that all privileged
instructions are also sensitive instructions, the problem lies
in that x86 has several sensitive instructions that do not
trap, and their behaviour cannot be changed for backwards
compatibility reasons. Without ’fixing’ these instructions,
x86 could not be emulated using trap-and-emulate.

This problem was solved in 2005 by Intel when they
released their virtualization extension, VT-x [45] and later
AMD when they released SVM (now AMD-V) in 2006.
These extensions allow the host to create guest ’containers’
in which guest OS’s can be run, whereby the behaviour
of the sensitive instructions is emulated properly by the
CPU for kernel mode. All privileged instructions will still
trap to the hypervisor for emulation.

A third approach is using binary translation. This is
an old and highly complex approach to virtualization
which was used by VMware before proper emulation
of x86 became possible using VT-x and SVM. This
strategy revolves around dynamically rewriting parts of
the guest operating system to work around problematic
code using pre-existing solutions such as protection rings
and multilevel page tables. In cases where hypervisor
interaction would be required, the code would still trap
towards the hypervisor to be handled in a similar style to
trap-and-emulate.

The last strategy we will discuss here is paravirtual-
ization. With paravirtualization the hypervisor does not
pretend to be a bare-metal machine and instead provides
ways for the guest operating system to work with the host
operating system to achieve their goals. This requires the
guest operating system to be aware of, and to have support
for interacting with, the host operating system using the

interfaces they provide. When privileged actions, such as
changing page tables, are required by the guest, the host
provides a way for the guest to execute a hypercall to
affect these changes.

2) Process Level Isolation: Besides isolation on the
operating system level, one could also do isolation on
the process level. This originally started in 1979 with the
inclusion of chroot (change root) in unix 7, giving the OS
the ability to change the root directory for a given process
and its children. This prevents the processes from accessing
files that extend outside of the given root directory. In
2000, FreeBSD introduced an improved version of chroot,
named jails, that aside from filesystem level isolation also
provided additional sandboxing features, allowing it to
isolate processes, networks, and users. Solaris improved
upon jails creating a system called zones, a capability
based isolation system, and building upon that to create
Solaris containers. This prompted engineers at Google to
develop their own version called process containers, which
was later renamed to cgroups to prevent confusion with
solaris containers. Cgroups were eventually merged into
Linux 2.6.24, leading to the creation of Linux Containers,
LXC.

In 2013, Solomon Hykes released Docker into open-
source. Docker was designed to be a platform that ab-
stracted away the intrecacies with using the lower level
LXC apis and packaging. With the immense rise in
popularity of Docker, the project was donated to the newly
founded Open Container Initiative (OCI), which has now
standardised APIs and packaging specifications across all
container platforms.

I really don’t like this section, its just a lot of fluff.

Im also only talking about ‘modern’ containers here

Unlike full virtual machines that exposes bare metal to
the guest OS, containers reuse the kernel provided by the
host OS. They are exposed to a small slice of the kernel’s
resources through the use of cgroups and namespaces. As
a consequence of not needing to emulate a full operating
system, containers are generally much more lightweight
than virtual machines, allowing one to run hundreds of
containers on a host, and reboot far faster as well.

source

Most isolation features used for containers on linux are
based on namespaces. For process isolation containers use
both PID and IPC namespaces. PID namespaces provide
a nestable way to isolate PID numbering, allowing each
container their own personal PID space, including the
ability to have their own init process, assisting in the
shutdown and cleanup of containers. For communciation,



IPC namespaces are used to prevent processes from
communicating with processes outside of the container.

Moving on to filesystems, containers are provided their
own filesystem, isolated using mount namespaces. The
only exception to this is that kernel filesystems, such as
sysfs and procfs cannot be namespaced, and have to be
mounted directly for the container to function. This sadly
allows the container to view the world outside of its names-
pace, but access to these filesystems is limited limited by
docker, preventing them from writing or remounting kernel
filesystems.

Network isolation is once again provided by the similarly
named network namespaces, giving each container its own
independent network stack including an individual IP
address, routing tables, and network devices.

Sometimes containers need access to devices available
to the system, such as graphics cards or peripherals. These
can be granted to containers by virtue of a whitelist im-
plemented using cgroups as they cannot be isolated using
mount namespaces due to it being a virtual filesystem.
The whitelist also disallows containers to create their own
devices. Besides this, a container can also be created as a
so called ‘privileged’ container, a container that has full
access to all devices on the host machine.

Lastly, resources for containers are constrained using
cgroups, allowing the host to place limits on CPU usage,
memory usage, disk I/0O, etc. Further enhancements to
containers can be provided through the use of Linux
Capabilities (much of which are disabled by default in
Docker), SELinux, and AppArmor.
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